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Research shows that senior managers across all sectors view ever more sophisticated 
attacks as increasingly commonplace, but often feel that their organisations remain 
under-prepared.

In this context it is not surprising that cyber insurance has been about the hottest topic 
in insurance for the last few years. But despite this attention, most companies still do not 
buy cyber insurance while many are uncertain over what it covers and do not trust it to 
pay out. This caution is justified as cyber insurance is a new and untested product – with 
many reviewed standard cyber insurance policies failing to meet the client needs for 
which they were sold. Most ‘off the shelf’ cyber policies suffer from a range of limitations 
and will not automatically protect against all cyber risks.

Cyber risks are rapidly escalating across the 
economy, with new attacks on UK companies 
hitting the headlines with alarming regularity 
throughout 2018 - but these stories are only the tip 
of the cyber risk iceberg. 



Research Highlights

Mactavish’s October 2018 survey of around 700 UK senior 
managers confirms a growing level of cyber risk concern 
as shown below:

43% of respondents reported 
that their company had 
suffered at least one cyber 
attack in the prior 2 years

Just 40% believe the organisations they 
work for have adequate insurance cover 
against cyber-attacks

Fewer than 1 in 3 believe their company 
currently buys cyber-specific insurance. 

FIGURE 1 – UK Senior Managers attitudes to cyber risk and insurance 

Just 26% felt that their 
company’s strategy for 
preventing and dealing with 
cyber attacks was at least 
“good”

Only 1 in 5 thought their 
company was very well 
prepared for cyber attacks 
generally

Cyber Risk – Critical findings

Cyber Insurance – Critical findings



Research Highlights

do not believe the risk is 
serious enough

insurance cover too 
expensive

do not trust the 
insurer to pay out

insurance cover unfit 
for purpose

FIGURE 2 – Why do companies not buy cyber insurance? (% of respondents)

FIGURE 3 – What are the most common cyber-risk concerns? (% of respondents)
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Ransomware/cyber extortion 43%

Denial of service attacks 44%

Data breach in relation to personal data 69%

Theft of commercially sensitive data 70%

IT systems interruption 73%



Common cyber insurance limitations 

Based on Mactavish analysis of market-leading standard cyber insurance 
wordings, there are at least 8 common flaws, meaning buyers need to negotiate 
bespoke cover:

1.

2.

3.

4.

5.

6.

7.

8.

Cover can be limited to events triggered by attacks or unauthorised activity – excluding 
cover for issues caused by accidental errors or omissions 

Data breach costs can be limited – e.g. covering only costs that the business is strictly 
legally required to incur (as opposed to much greater costs which would be incurred in 
practice) 

Systems interruption cover can be limited to only the brief period of actual network 
interruption, providing no cover for the more significant knock-on revenue impact in the 
period after IT systems are restored but the business is still disrupted

Cover for systems delivered by outsourced service providers (many businesses’ most 
significant exposure) varies significantly and is often limited or excluded

Exclusions for software in development or systems being rolled out are common and can 
be unclear or in the worst cases exclude events relating to any recently updated systems 

Where contractors cause issues (e.g. a data breach) but the business is legally responsible, 
policies will sometimes not respond

Notification requirements are often complex and onerous 

During a cyber incident, businesses often have no freedom to choose their IT, PR or legal 
specialists, as the policy only covers insurer appointed advisors.

Why does standard cyber cover require tailoring?

Like many forms of business insurance, cyber losses and cyber policy wordings can be 
highly complex. Across the industry, insurers’ approach to large claims has changed in 
recent years in ways which create significant challenges for policyholders. 

The combination of aggressive cost cutting across the industry, increased focus on off-the-shelf 
solutions, and demanding new legislation creates specific challenges that the insurance industry 
does not have the technical capabilities to consistently overcome. 

The net outcome of this is that insurance products do not reliably protect businesses. There is 
a high level of disputed, discounted and delayed claims settlements. For example, our seminal 
research showed that, across all strategically significant claims, on average: 45% are disputed; 
average dispute resolution time is almost 3 years; and disputed settlements are 60% of the 
amount originally claimed. These issues affect businesses of all sizes and sectors.



Mactavish cyber risk consulting practice
Mactavish has analysed and negotiated bespoke cyber cover for many 
FTSE 250, FTSE 100 and private companies in recent years. 

CASE STUDY: RETAIL CLIENT

A retail client had recently suffered a cyber attack for which their insurance did not 
respond, prompting them to engage Mactavish to review and renegotiate their cyber 
insurance policy.

This exercise began with a programme 
of in-depth risk interviews to profile the 
key cyber risks faced by the organisation 
and the likely impacts of and business 
response to such attacks.  

This analysis was then used to 
identify the shortcomings of the 
current insurance policy and a revised 
wording was drafted by Mactavish 
and negotiated with insurers. The net 
outcome was to drastically enhance the 
likelihood that the policy will respond 
as expected when tested by future loss 
event. Some key example enhancements 
included:

1.  Extending cover far more widely across the 
company’s critical 3rd party IT providers

2.  Expanding cover to cater for defined 
accidental as well as malicious loss scenarios

3.  Extending the type of costs which the 
company could incur whilst managing a 
cyber loss, and the duration over which such 
costs could be incurred

4.  Amending key policy T&Cs to provide 
additional flexibility and remove draconian 
insurer rights in the event of a minor breach 
of policy requirements by the insured.

Building on this knowledge, in 2018 we have launched a new Cyber Risk Consulting 
Practice to help companies accurately identify their cyber risks, develop business-specific 
loss scenarios and negotiate bespoke insurance cover – whether as part of the existing 
programme or via a cyber-specific policy.

Bruce Hepburn, Mactavish CEO

“There are a number of new cyber insurance policies being launched, but despite a sharp increase 

in cyber incidents this market is very immature and in many respects untested.  Perhaps some of 

these policies have been rushed to market by insurers eager to capitalise on the growing cyber risks 

facing organisations, and their desire to spend significant amounts of money to protect themselves 

against this. Very few claims have been made on these new cyber insurance policies, but my bet 

is that many will be disputed, or settlements will be much lower than clients expected.  However, 

this can be avoided if organisations first understand the cyber risks they face, and then secure a 

bespoke policy to meet their needs.”



Contact the Mactavish team 

Email: mail@mactavishgroup.com  Tel: 0203 4796 875

A member of our technical team will be delighted to talk you through any of the 

issues we have mentioned here or any other concerns you may have about your 

insurance programme. 

If you’d like to find out more about our mission to create a fairer market for 

policyholders, visit www.mactavishgroup.com. In times of uncertainties and change, 

planning for the future and building resilient risk transfer is more important than ever. 

22a St. James’s Square London SW1Y 4JH   |  COMPANY NO. 4099451

What to do next 

Building corporate resilience.
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